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Getting to know one another…
Stand up if:
 You work in a business
 You work for a government agency
 You have more than 5 siblings
 You have more than 5 children
 You went to law school
 You plan to retire in the next five years
 You went to college in another state
 You have been in your current job more than 10 years
 You hold a cybersecurity leadership position in your company
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Learning Objectives
After this presentation, you will be able to:
• Identify four misconceptions about cybersecurity
• Describe four principles of cybersecurity leadership
• Describe three patterns in cyber offending.
• Provide cybersecurity leadership in your company
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Pop Quiz…
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Cybersecurity Leadership Principle #1:
Communication is vital to effective cybersecurity.

 Leaders must communicate:
Policies
Penalties
Enforcements
Connections between business and
cybersecurity
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Communicating Business and Cybersecurity Connections:
Leaders must ensure systems are secure
Why?






Business goals
Legal reasons (law)
Financial motivations (business)
Ethical issues (philosophy)
Employee morale (psychology)

 Note the interdisciplinary themes!

How?
 Develop secure systems (engineers)
 Maintain up-to-date software
(computer science)
 Strong IT team
(information technology)
 Implement effective policies
(policy studies)
 Train employees
(education)

Communicating Business and Cybersecurity Connections:
Business goals
 Business goals
 Protect confidentiality of information
 Protect integrity of information
 Protect availability of information
 Compromises in any area is bad for business
 Strong information security shows
 Good management
 Good customer service
 Good economic thinking
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Communicating Business and Cybersecurity Connections:
Financial motivations
 Ponemon: internal and
external losses for businesses
 Internal
 Detection costs
 Investigation costs
 Containment costs
 Recovering costs
 Ex-post responding costs

 External
 Business disruption,
 Damaged equipment
 Revenue loss
 Ponemon’s study of 252
businesses:
 $7.7 million a year to
cyberattacks.
 U.S. had the highest average
losses ($15 million per
company), while Russia had
the lowest average cost at
$2.37 million.
 Losses were higher financial,
utilities, and energy industries.

Communicating Business and Cybersecurity Connections:
Ethical Reasons
 Consumers place trust in business

 Violations of trust = ethical violations
 Did Facebook violate trust by sharing data?

 Certain businesses and employees in those institutions have ethical duties to protect
information
 Health care
 Law firms
 Educational institutions

Communicating Business and Cybersecurity Connections:
Employee Morale and Cybersecurity
Self
Actualization

Self-esteem

Belonging

Safety needs (cybersecurity)

Physiological needs

 Maslow’s Hierarchy of Needs
 Application: Workers and
customers who “feel safe” are
more likely to focus on higher
levels of needs. When worried
about cybersecurity, won’t focus
on higher level needs.
 At the same time, some
researchers have said that
occasional low-level rule
violations are good for business.
 Should businesses fire workers who
are on Facebook or other forms of
social media during work hours?

Cybersecurity Leadership Principle #2:
Opportunities for new businesses
List legal ways to make money in cybersecurity
 Create app that rates software.
 Yacht GPS software that is secure.
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https://www.youtube.com/watch?v=sgbRbYlojm8
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Cybersecurity Leadership Principle #2:
Opportunities for new businesses
Cyber Operations
 Reverse engineering
 System vulnerability
 Network engineering
 Software development
 Malware analysis
 Provide IT staff departments
 Crisis management
 On-demand cybersecurity
 Operational centers

Cybersecurity Products/Vendors
Anti-virus software
Technological solutions
Secure hardware
Cloud security solutions
Security platforms
Breach detection services
Data analytics
Data protection

Cybersecurity Consulting
--Billion dollar industry
Assess for risk

Cybersecurity Insurance
Incidents not typically covered by
traditional insurance policies.
-Liability for breaches
-Costs that arise from breaches ---Costs for restoring business
-Costs from business interruptions
-Expenses from cyber extortion

Recommend changes
Provide changes to IT
Evaluate impact of changes

Cybersecurity Training
“from $1 billion in 2014 to $10
billion by 2027”
-Pre-employment programs
Digital Defense
Inspired eLearning
KnowBe4
Phishme
Cybersecurity Commercialization

“Starting at only $175/month, based
on the size of your law firm, Cyber
Revolution, Inc. is finally bringing the
solution long waited by law firms for
the last decade with our Serenity Plan,
which includes a cyber security brief,
risk assessment audit, two hours of
training and risk assessment per
month, our certification label and13
24/7

Cybersecurity Leadership Principle #3 –
Law: If you fight the law, the law will win.
 Depending on business, must notify authorities when breach occurs
 Failure to protect data may make companies liable for lawsuits
 Failing to protect to civil liberties of consumers may place companies at risk
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Cybersecurity Leadership Principle #4:
Lead by example.
 Duo factor authentication
 Participation in events
 Walk the walk, talk the talk, and record the records safely
 Clean desk policies start at the top
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Cybersecurity Leadership Principle #5:
Awareness about risk matters.
 Crime occurs in every setting, even in businesses.
 The concept of white-collar crime is relevant.
 Cybercrime occurs in all spaces, even in businesses
 “White-collar cybercrime” refers to cybercrimes occurring in a business
 To understand “white-collar cybercrime,” it may be best to consider the connections
between white-collar crime and cybercrime.
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Differences between White-Collar Crime and
Cybercrime
 These differences include:

Distinct forms of each type of crime
Cybercrime has more of an international focus
Cyber offenders tend to be younger offenders
Cybersecurity has been constructed as a national threat, but whitecollar crime has not
 Trust is manifested differently in the two types of crime
 The education of the offenders may vary in white-collar crime and
cybercrime





 It is safe to suggest that certain types of cybercrime cannot be
conceived of as white-collar crimes and vice versa

Similarities Between White-Collar Crime and Cybercrime
 These similarities include:









The impact on businesses and consumers outweighs the impact of other crimes
The nature of victimization differs from street crime
Both types have specialized police units designed to respond to them
There is a large “dark figure” of white-collar crime and cybercrime
Conceptual ambiguity makes it harder to study and understand the topics
The setting where the offenses occur are different from traditional crimes
Neither are central to the study of crime and criminal justice
White-collar and cybercrime capture specific types of offenses

Patterns of White-Collar Cybercrime (study of cases
prosecuted by DOJ)
 Vast majority –

 male offenders,
 above 30 years old (hackers tend to be younger)
 committed in groups

 Counterfeit goods violations most frequent followed by theft of secrets,
hacking, and online sales crimes.
 When conviction occurs, incarceration is likely
 Contrepreneurial more likely to:

 Have international connections
 Involve groups
 Commit counterfeit goods violations, unauthorized access, and property
destruction

Table 3. Legitimate White-Collar Crime and Contrepreneurial Crime Characteristics

Internationally Connected*
Group Offense***
Specific Offense Type^
Counterfeit goods (distribution, etc.)**
Theft of secrets***
Hacking
Crime in online sales
Unauthorized access***
Piracy/copyright violations
Destruction of property***
Identity theft
Fraud*
Piracy/Copyright violations***

Legitimate
White-Collar
Crime
n
%
14.9
7
10
21.3

Contrepeneurial
Crime
n
19
40

%
30.6
64.5

6
20
9
2
15

12.8
42.6
19.1
4.3
31.9

22
1
10
16
1

35.5
1.6
16.1
25.8
1.6

11
2
1
1

23.4
4.2
2.1
2.1

1
7
8
15

1.6
11.3
12.9
24.2

Patterns in White-Collar Cybercrime
 Changes in consumer behaviors lead to changes in crimes
 As people shop online, online crimes increase. This could lead to
reduction in crimes committed in the workplace.
 Sanctions -- more publicity of prison sanctions should, in theory,
reduce offending by rational offenders.
 Gender roles – few female “white-collar cyber criminals;” they
appear more often to work in accomplice roles
 Activities of law enforcement may shape business activities

Cybersecurity Leadership Principle #6:
Balance security expenses with goals and profit
 In 2020, it is estimated that companies will spend $101.6 billion on cybersecurity.
 This is up from $73 billion in 2016.
 Business lockdown is not good for business.
 What risk are you willing to take?
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Cybersecurity Leadership Principle #7:
Open door policies are bad…on the
network.

Open doors might sound
good some times but they
are rarely good in
cyberspace.

 Routine activities theory
 Crime is more likely when three things
exist at the same time and in the
same place:
 Motivated offender
 Vulnerable target
 Absence of a capable guardian
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Cybersecurity Leadership Principle #8:
Recognize myths about cybercrime and cybervictimization
Myths about cybercrime
 Most cybercriminals are skilled hackers.
 Cybercrime can be prevented with virus protection software.
 Virtually all cybercrimes occur because of technological problems with software or
hardware.
 The criminal justice system has primary responsibility for preventing and responding
to cybercrime.
 Cybercriminals tend to have higher IQs than the general population.
 When caught, cybercriminals rarely go to prison.
 Cybercrime is different from white-collar crime.
 Cybercrime is always bad.

Cybersecurity Leadership Principle #9:
Ask your CISO these questions.
 Are we in compliance?
 How effective are our training programs?
 How will we respond during a breach?
 What can the C-Suite do to enhance security?
 What trends are we seeing?

Photo by Kiana Bosman, Unsplash
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Kepto et al. Findings- Temporal & GEOGRAPHIC
Trends
 Hacks occur most
between January and
March

 Top States: CA (242), NY
(77), TX (76), FL (50)
 Top Regions:

FINDINGS- ORGANIZATIONAL TRENDS CONTINUED
•

Phishing most common in BSF,
EDU, and GOV organizations

•

Malware most common in BSO
and BSR organizations

•

Ransomware most common in
MED organizations

Trends…
 Why do some states have significantly more hacks than others?
 Lack of cybersecurity professionals employed in the workforce
 Organizations fail to invest enough into cybersecurity measures

Main
Conclusion #2:

The higher
supply/demand
ratio,
The less likely
a hack will
occur

Number of hacks in state & Cybersecurity job openings
RATIOS:
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Top 10 States by Number of Reported Cybercrime
Victims

https://pdf.ic3.gov/2016_IC3Repor
t.pdf

Top 10 States by Losses to Internet Crime

https://pdf.ic3.gov/2016_IC3Report.
pdf

Cybersecurity Leadership
Principle #10: Trust no one.
 Insiders are responsible for a large
number of breaches.
 Accidental
 Intentional

Bernard Hermant, Unsplash
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Detection

Temporal Key Findings
●

Insider breaches are reported most frequent in the month of January

Demographic Key Findings
●

Females were cited as more frequently involved in an insider breach.

Cybersecurity Principle #11:
Identify barriers to effective
cybersecurity
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Goal confusion
Norm confusion
Resources
Role confusion
Ignorance about dynamics
Lack of understanding about cyber
technology
 Legal constraints
 Aggressive responses
 Lack of training







Cybersecurity Leadership
Principle #12: Overcome the
barriers.
 Knowledge
 Attention to detail
 Balancing risk and reward
 Asking the right questions
 Collaboration

Marc Lopez, Unsplash
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Cybersecurity Leadership Principle #13:
Need to make sure every employee is responsible for
protecting computer systems and networks
 Starts with hiring
 Policies
 Ongoing education/training
 Rewards/sanctions
 Culture
 Adaptive policies
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Every employee is responsible -- Hiring
 Screening questions
 Checking applicant’s social media

 70% of employee check it
 Can be an indication of whether individuals use safe computer practices

 Reference checks
 Initial training:

 Password protection
 Review company policy
 Protect smartphones
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Every employee is responsible -- Policies
 Policies don’t mean workers
will follow them.
 Help workers do what’s
right.
 Policies are the foundation
of a company’s
cybersecurity strategies
 Having cybersecurity
policies is seen as a way for
small businesses to recruit
customers

 Policies should be:






Written
Clear
Communicated
Audited
Enforced (Cobb, no date).
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Every employee is responsible -- Ongoing education
and training
 For some businesses, training is mandated.
 Mandated does not equal good.
 Quality of training will impact security.
 One study found that nearly one-fifth of health care employees (n=912) were willing to
sell confidential information to unauthorized buyers (Schoew, 2018)
 Training axiom – “If you hold a gun to a man's head, and he can do what you ask, then
he doesn't need training.” -Gilbert
 How does this quote relate to cybersecurity?
 https://www.youtube.com/watch?v=opRMrEfAIiI

Every employee is responsible -- Ongoing education
and training
Cybersecurity training tips.
 Recognize that privacy begins with employees.
 Stress connections between human error and cybersecurity.
 Make the training relevant (personal) to the employee.
 Make the training frequent
 Use active learning training strategies
 Re-evaluate training on an ongoing basis.
 Mandate the training (Penkala, 2017)
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Every employee is responsible --Rewards/Sanctions
 Stephen Cobb advises:
1. Establish a policy, for example “You must use strong passwords”
2. Tell all employees about the policy
3. Reward those who follow policy
4. Punish those who don’t
Result = much better password protection than if you don’t do 1-4
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Every employee is responsible -- Culture
 Executives must create a culture that embraces cybersecurity.
 Drucker – “culture eats strategy for breakfast.”
 Culture refers to values and beliefs that are important to an organization.
 Cybersecurity culture refers to values and beliefs that emphasize the importance of
cybersecurity:
 Executives talking about cybersecurity
 Executives committing resources to cybersecurity
 Ongoing public awareness campaigns about cybersecurity
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Every employee is responsible -- Culture
Core Dimensions of Security Culture
 Behaviors: Actual or intended activities and risk-taking actions of employees that have direct or
indirect impact on security culture
 Attitudes: Employees’ feelings and emotions about the various activities that pertain to
organizational security
 Cognitions: Employees awareness, verifiable knowledge and beliefs regarding practices, activities
and self-efficacy that are related to organizational security
 Compliance: Adherence to organizational security policies, awareness of the existence of such
policies and the ability to recall the substance of such policies
 Communication: Ways employees communicate with each other, sense of belonging, support for
security issues and incident reporting
 Norms: Perceptions of what sort of security-related organizational conduct and practices are
deemed normal by employees and their peers and what practices are informally perceived as
deviant
 Responsibilities: Awareness of the importance of every employee as a critical factor in sustaining
or endangering the security of the organization (European Union Agency For Network and
Information Security)

Speaking of everyone being responsible:
Communication
Opportunities for new businesses
Lead by example
Law, if you fight it you will lose
Awareness about risk
Balance safety and profit
Open door policies on the network are bad
Recognize myths about cybercrime
Ask your CISO questions
Trust no one
Identify barriers to cybersecurity
Overcome the barriers.
Need to make sure everyone is accountable

